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Disclaimer:

The opinions expressed herein are those of the author(s) and do not necessarily reflect the
views of our donors and RTC. While RTC retains the intellectual property rights of these
guidelines, individuals and organizations are authorized to use, reproduce, and distribute
any part of this material solely for non-commercial, educational, or scholarly purposes,
provided that the use is accompanied by an acknowledgment of the copyright holder's
name and a citation of the original source.
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What are the safest email service providers for NGOs?

Apart from a few, none of these emails are completely
secure. Select them based on your communication
sensitivity.
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Tool Encryption Data Privacy Security Features
sensitivity
. Riseup focuses on Committed to protecting Includes VPN services
Riseup s .
providing secure user anonymity and to further protect the
communication tools  privacy, Riseup does not privacy of its users
for activists and log any personal online. Riseup also
movements, with a information that can be  provides 2FA for its
commitment touser  tied to their users and services, adding an
anonymity. removes logs regularly.  extra layer of security
They are known for their for account access.
strong stance on not
sharing data with third
parties unless legally
compelled.
Website:
https://riseup.net/en/email
Tool Encryption Data Privacy Security Features
sensitivity

Services are tailored
for activists and those

Recommends theuse Highly committed to user

Autistici/In

ventati

(A/l)

of PGP for end-to-end
encrypted email
communication. Their
services, inclusive of
email and web
hosting, support
SSL/TLS encryption
for data in transit.

privacy, not tracking or
profiling its users. They
offer services with the

intention of minimal data

retention and ensuring

user anonymity, aligning

with their activism and
community support
principles.

Website:

https://www.autistici.org
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concerned about
privacy, providing
anonymous browsing
services through VPN
and TOR integration.
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Tool Encryption Data Privacy Security Features
sensitivity
.. Offers end-to-end Utilizes zero-access Operating under Swiss
ProtonMail : , : :
encryption for encryption, meaning even privacy laws,
emails, ensuring that  ProtonMail cannot access ProtonMail’s servers are
only the sender and  the contents of your emails. located in Switzerland,
recipient can read known for its strong
the content. privacy protections.
Website:

https://proton.me/mail

Tool Encryption Data Privacy Security Features
sensitivity
Automatically Collects minimal personal Based in Germany,
Tutanota : : : . :
B encrypts emails information and offers Tutanota is subject to
and attachments anonymous payment strict European GDPR
end-to-end, options for premium regulations,
securing features. emphasizing user
communication. privacy.
Website:

https://tuta.com
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Tool

Disroot

SAFEST COMMUNICATION TOOLS FOR NGOS

Encryption Data Privacy
sensitivity

A privacy-focused Emphasizes encryption
platform providing and security practices to

email, cloud storage,  protect user data and
and other services for communication from
activists and non- surveillance.

profit organizations.

Website:
https://disroot.org/en
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Security Features

As a community-
driven platform,
Disroot values
transparency, privacy,
and freedom of
speech, catering to
activist needs.
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